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Introduction

Nextcloud, the industry-leading, on-premises content collaboration cloud platform, and Kaspersky, a leading global
cybersecurity company, present an innovative anti-malware app for Nextcloud.

With online collaboration tools becoming central to remote and distributed work in modern organizations, risks of
malicious files spreading over the internal network have to be mitigated. The secure, on-premises content collaboration
technology from Nextcloud integrates Kaspersky Scan Engine, Kaspersky's flagship integrated security product, to

automatically scan user files when they are uploaded to the cloud and ensure no dangerous malware can spread.

NextCloud Integration

Integration with NextCloud consists of the following steps:

1) Request a trial version of Kaspersky Scan Engine from Kaspersky web site:

www.kaspersky.com/partners/technology/contact

2) Request a commercial Kaspersky Scan Engine license by mailing to ta_sales@kaspersky.com or contacting an

authorized Kaspersky partner.
3) Install and set up Kaspersky Scan Engine according to the following guidelines:

https://support.kaspersky.com/help/ScanEngine/2.1/en-US/226466.htm

4) Install Nextcloud Antivirus App from Nextcloud Marketplace
5) Set up Nextcloud Antivirus App:
e Afterinstalling the Nextcloud antivirus app you can configureitin the security section of the admin settings.
e You can configure the antivirus app to use the Kaspersky Scan Engine by setting the mode to
"Kaspersky Daemon" and entering the host and port where the scan engine can be reached.
e Additionally, the maximum size of files to be scanned can be configured, and the behavior of infected Eles

found during the background scan can be changed.

¢y Install Kaspersky Scan Engine

Please perform the installation based on the following documentation:

PostgreSQL installation — https://support kaspersky.com/ScanEngine/2.1/en-US/192975.htm

KSE Linux installation — https://support.kaspersky.com/ScanEngine/2.1/en-US /192977 .htm

As an alternative, you can use ScanEngine PoC Guide to install Scan Engine.

Once the installation process is completed, proceed to connect to the adminsitration console:

@ Kaspersky Scan Engine Anti-virus database Kaspersky Security Network License

Namersky @ Working @ Up to date @ Connect ted @ Application is activated
Scan Engine

Restart Update

Please check that the solution is working as expected, the Anti-Virus database is updated, and the License is active.
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2. Install Nextcloud Antivirus App from Nextcloud

Marketplace

To integrate NextCloud with ScanEngine solution, you should update NextCloud to the latest version.
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Mobile & desktop
Accessibility
Privacy
App order
Delete account

Additional settings

Administration
i Overview
Basic settings
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Flow
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Security & setup warnings

ecurity and performance

There are some errors regarding your setup.

double check the . and check for any errors or wamings in the

Check the security of your Nextdoud over

@

Version

17.0.10
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A new version is available: Nnud 18.0.13
All apps have 2n update for this version available
Apps with available updates

Update channel: Stable ~

You can always update to a newer version. But you can never downgrade to 2 more stable version.

Note that after a new release it can take some time before it shows up here. We roll out new versions spread out over time to our users and sometimes skip a version when issu|

Notify members of the following groups about available updates: | admin

Mind Map 023 Update to 0.0.24
Splash 1 Update to 1.2.1
Accessibility

Activities for shared file downloads

Activities for shared file downloads, visible to all admins

Activity

Antivirus for ﬁ‘Rcs

AppOrder

9 Audio Player
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Auditing / Logging

Breeze Dark

Brute-force settings

If you have not updated Nextcloud, you will be able to update and use the latest Anti-Virus application that suports

Kaspersky Scan Engine from Nextcloud Marketplace.
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Security & setup warnings i

) Checking for system and security issues.

>

Check the secunty of your Nextcloud over gur secunty scan .
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0 Flow
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& Updates 1

£} AppOrder 011 Disable
W App bundles a

PV

L+ Auditing / Logging 100 Disable
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L} Brute-force settings 01 S,
# Customization
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- s & Comments 10 Disable
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3. NextCloud and KSE integration:

a) Inthe Nextcloud console, open “Settings”

@ Setstatus

IE Settings
ended to whitelist as few hosts a4 Apps
i About
2 Users
? Help

® Logout

b) Open “Adminsitration” = “Security”, choose “Kaspersky Deamon” and specify the IP address and port used by

Scan Engine. Then Save the settings.

— Brute-force IP whitelist
1 F
a s

L\‘
4 A Add new whitelist PV
Add
0
*
& Sharing Antivirus for Files e
a ask
> F HOS!  e——
a PO es—
App ordes Stream Length bytes
File size limit for periodic background scans. -1 means no limit -1 bytes
Administration
When infected files are found during a background scan  Only log -
= o Save
*
[ i
OAuth 2.0 clients

«$ Sharing
i @
2 A - Add client

Capability Scenario

After Scan Engine and Nextcloud integration is done, try to upload a clean file and the EICAR file to Nextcloud.

Then check the Scan Engine scanning results.

) Scan results Reset stastics Export
<
Haspersy Total scan status

Scan Engine ’
2774 |} 443 2233

[ Dashboard

Scan results

& setting Date Hostname Client E mo Scan reslt Details 2774 resulls
£} Settings
2024-03-19'11:06 up-sdk-scanengine 127001 E ot =
024-03-19 1.0 jp-sdk-scaneng 2700, E  Object 5 . dvi
Decuments/collection/double._infected com Skiped D
2024-03-19 11:06 Up-sdk-seanengine 127001 Object: ed with daL
/nome/testadmin/Documents/callection/RrnsTest_MakeSilent_watn_ D5 D4LDBCDIBFO0B204
as
Up-sdk-scanengine 127001 E  opject
Ihome/testadmin/Documentsicollection/eicar_multipart 72 001
2024-03-19 11:06 Up-sdk-scanengine 127001 Object:

Jhome iestadimin/Documents/collection/clean_file_multipart 72002
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Scan Engine tuning

By default, the number of Scanners value is 16 and Threads 16.

) Settings
-~
Kaspersky Service
Scan Engine HTTP mode
Scanning Protocol HTTP
[ Dashboard
Authorization ®) 1P address and port 10.28221 B2
I Scanresuts
Update
£ Settings UNIX socket
License
Logging Keep-alive
i Keep-alive connection Qo
Use Keep-alive unconditionally orr
Users.
Connection timeout 5000 ms

Maximum requests per connection | 1000

Locations where remote scanning is allowed

jtmplscanfies/

Add path

Maximum values

Sessions 10
Connections 100
Threads 16
Processes 16

@ admin Export configuration files

You should change the number of scanners (1x) and threads (2x) to conform to the number of CPUs installed in

the server where ScanEngine is installed. For example, if vCPU is 2 then set 2 for Scanners and 4 for Threads.

) Settings
()
-~
Kaspersky Service
Scan Engine HTTP mode
Scanning Protocol HTTP
[ Dashboard
Authorization ) 1P address and port 1028221 1349
5 Scanresults
Update
T Settings UNIXsocket
License
togoing Keep-alive
Keep-alive connection on
Proxy
Use Keep-alive unconditionally off
Users
Connection timeout 5000 ms
Maximum requests per connection | 1000

Locations where remote scanning is allowed

ftmplscanfiles/

Add path

Maximum values

Sessions 10
Connections 100
Threads 4
Processes 2

Export configuration files

@ admin
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