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Introduction 
Nextcloud, the industry-leading, on-premises content collaboration cloud platform, and Kaspersky, a leading global 

cybersecurity company, present an innovative anti-malware app for Nextcloud. 

With online collaboration tools becoming central to remote and distributed work in modern organizations, risks of  

malicious files spreading over the internal network have to be mitigated. The secure, on-premises content collaboration 

technology from Nextcloud integrates Kaspersky Scan Engine, Kaspersky's flagship integrated security product, to 

automatically scan user files when they are uploaded to the cloud and ensure no dangerous malware can spread. 

NextCloud Integration 

Integration with NextCloud consists of the following steps: 

1) Request a trial version of Kaspersky Scan Engine from Kaspersky web site:

www.kaspersky.com/partners/technology/contact

2) Request a commercial Kaspersky Scan Engine license by mailing to ta_sales@kaspersky.com  or contacting an

authorized Kaspersky partner.

3) Install and set up Kaspersky Scan Engine according to the following guidelines:

https://support.kaspersky.com/help/ScanEngine/2.1/en-US/226466.htm

4) Install Nextcloud Antivirus App from Nextcloud Marketplace

5) Set up Nextcloud Antivirus App:

• After installing the Nextcloud antivirus app you can configure it in the security section of the admin settings.

• You can configure the antivirus app to use the Kaspersky Scan Engine by setting the mode to

"Kaspersky Daemon" and entering the host and port where the scan engine can be reached.

• Additionally, the maximum size of files to be scanned can be configured, and the behavior of infected Ĕles

found during the background scan can be changed.

6) Install Kaspersky Scan Engine

Please perform the installation based on the following documentation:

PostgreSQL installation — https://support.kaspersky.com/ScanEngine/2.1/en-US/192975.htm 

KSE Linux installation — https://support.kaspersky.com/ScanEngine/2.1/en-US/192977.htm 

As an alternative, you can use ScanEngine PoC Guide to install Scan Engine.

Once the installation process is completed, proceed to connect to the adminsitration console:

Please check that the solution is working as expected, the Anti-Virus database is updated, and the License is active. 



2. Install Nextcloud Antivirus App from Nextcloud
Marketplace

To integrate NextCloud with ScanEngine solution, you should update NextCloud to the latest version. 

If you have not updated Nextcloud, you will be able to update and use the latest Anti-Virus application that suports 

Kaspersky Scan Engine from Nextcloud Marketplace. 





3. NextCloud and KSE integration:

a) In the Nextcloud console, open “Settings”

b) Open “Adminsitration” → “Security”, choose “Kaspersky Deamon” and specify the IP address and port used by

Scan Engine. Then Save the settings.

Capability Scenario 

After Scan Engine and Nextcloud integration is done, try to upload a clean file and the EICAR file to Nextcloud. 

Then check the Scan Engine scanning results.  



Scan Engine tuning 

By default, the number of Scanners value is 16 and Threads 16. 

You should change the number of scanners (1x) and threads (2x) to conform to the number of CPUs installed in 

the server where ScanEngine is installed. For example, if vCPU is 2 then set 2 for Scanners and 4 for Threads. 
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