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Perception and knowledge of IT
threats: the consumer’s point of view

It's hard to imagine life without digital devices, be it a large desktop computer or a smartphone. Modern users are
storing some of their most valuable information in digital format and hoping their data is securely protected from
prying eyes. In order to develop security solutions that most closely meet the needs of users, Kaspersky Lab
conducts regular surveys focusing on the key issues facing IT security.

In the latest research, carried out in collaboration with O+K Research, we attempted to find out how people from all
over the world use their digital devices, whether they trust social networks and cloud storage systems, how informed
they are about the latest threats and how they protect their most valuable data from theft or loss. In particular, we
wanted to know what type of information users considered most valuable. Throughout the course of the survey we
polled over 11,000 users living in Latin and North America, Europe, the Middle East, Asia and Africa. All the
participants were aged 16 or over and had access to the Internet, with over 90% of them going online every day.
Both experienced and novice computer users took part in the survey.



Perception of security
| |
Perceived safety of device

Apple devices along with eReaders are seen as the safest, though a majority
still think even those devices require additional security software

In your opinion, how safe is it to use the Internet on the following devices without security software installed?

Don't know

m |t is absolutely safe
and can work
without any
additional security
software
It is fairly safe, but
it would be safer to
use additional
security

m|t is extremely
unsafe and
requires additional
security software

Desktop Mac  Notebook

PC desktop PC Book (not iPad) phone Phone Berry
N=9019 N=892 N=9419 N=1136 N=2021 N=1629 N=1764 N=7781 N=5756 N=2677 N=1974
0
Base: Users of each device KAS PE RS KY!

Approximately half of the Windows desktop and laptop users surveyed believe it is unsafe to use their computers
without additional security software; only 8 and 9% of users respectively consider them to be completely safe.
Contrary to common belief, owners of Apple devices are under no illusions when it comes to the security — just 19%
of Mac users and 17% of iPad users think their devices do not require protection. These figures are still significantly
higher than the corresponding figures for users of Windows desktops and laptops.
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Current threats: spam, malware and personal data theft
Global Total

Security problems (1)

The problems faced most often are spam, unwanted content / pop-ups on
the Internet and viral infections

Have you ever experienced any of the following problems with any of your devices?

SPAM

Mailbox full of spam messages

[o)]
=
o]

Receiving anonymous/unsolicited email or social
network messages with suspicious attachments/links

UNWANTED CONTENT on the Internet

Pop-ups interfering with how | use the Internet

Inappropriate/malicious websites appearing in web
search results

Uninvited inappropriate websites automatically
displayed

Being redirected to a suspicious web page asking to
enter credit card details (e.g. whilst shopping online)

i

VIRUS INFECTION

Device operating poorly or not operating at all
because of viruses

i
I
C B

Computer being infected by a virus from a USB
stick/other storage device

Computer being infected by a virus after opening an e-
mail attachment

Any device Desktop/laptop Tablet Smartphone
N=11583 N=11521 N=2580 N=8360
Base: Each device users KAS PE RS KY?

The most prevalent problem facing users remains spam, with 69% of respondents having been affected, regardless
of the device they use. It includes such things as relatively harmless emails or instant messages containing
suspicious links which, if clicked, can result in a device being infected. Malicious programs are another major
problem that affected 56% of users, while 13% of tablet owners and 10% of smartphone owners reported that their
device had not worked properly at some point due to malware.
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Security problems (2)

Fraudulent pop-up windows and data leakage are less prevalent

Have you ever experienced any of the following problems with any of your devices?

FRAUDULENT POP-UPS

Browser pop-up telling me my device is infected
a recommendation for fake antivirus software

Pop-ups blocking access to my computer or- 29

demanding money to fix it

PERSONAL DATA LEAKAGE

Finding that my personal details have been collected 24
by a website(s)

Someone accessing my social network account
without my permission

Someone accessing my e-mail account without my. 20
permission

Someone accessing personal information stored on 19
my device without my permission

Installing an application which gains control of my. 16
device and shares my location/private information

UNWANTED SOFTWARE - 41

Unwanted software being installed on my computer- 41

when downloading music, software, videos etc

Any device Desktop/laptop Tablet Smartphone
N=11583 N=11521 N=2580 N=8360
Base: Each device users KAS PE Rs KYi

Trojan ransomware affected 29% of the respondents, mostly PC users. Another 35% encountered pop-up windows
that warned them about an alleged infection on their devices and suggested installing fake antivirus solutions.
Another significant threat, personal data leaks, affected 44% of respondents. The gap here between PC users and
mobile device owners is not as substantial as is the case for pop-up windows. For instance, 16% of PC users and
10% of tablet owners reported unauthorized access to their social network or email accounts.
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Security problems (3)

Security problems are less often faced by smartphones users
(44% have faced none compared to 14% for desktops/laptops and 30% for tablet users)

Have you ever experienced any of the following problems with any of your devices?

PHISHING . 14 . 11

NONE OF THESE - 31 - 46

Any device Desktop/laptop Tablet Smartphone
N=11583 N=11521 N=2580 N=8360
Base: Each device users KAS PE RS KYﬁ

Phishing messages were encountered by about a third of respondents. 11% of smartphone users and 14% of tablet
users were targeted by cybercriminals, indicating that mobile users are no longer safe from phishing scams. The
vitally important issue of financial data loss affected 21% of respondents. Interestingly, a significant share of PC
(13%), tablet (8%) and smartphone users (6%) admit they entered their personal data on suspicious looking
websites.
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Lack of awareness about the most dangerous threats

Internet securlty tOpICS awareness

The vast majority of users are unfamiliar with present-day Internet security
topics

Please evaluate your familiarity with each of the following?

II

= | have never
heard about it

u | heard about it,
but | don't know
much about it

m | heard about it

and | keep an
eye on the
issue
Stuxnet Duqu Botnet ZeusZbot 0-Day
KASPERYKY2

Base: All internet users

Despite all the media coverage, almost two-thirds of respondents have never heard of such notorious malware as
Stuxnet, Duqu and Zeus. Unfortunately, this also applies to today’s other current threats: only 9% of respondents
follow news about botnets, while just 11% look out for stories about 0-day threats. 31% and 26% of respondents

respectively have heard of these two threats, but don’t know much about them.
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Usage of security software: high on desktops, low on smartphones

_
AMS usage on devices

AMS usage on mobile devices varies from 25% (mobile phones) to 61% (non-iPad tablets)

Do you have antivirus/ security software installed on your devices?

-~

W

/

===

m Don't know
31
36
42
47
59
Don't have AMS
53
43
m Have AMS 35
25
Desktop Mac  Notebook iPad Tablet Mobile Smart iPhone Black
PC desktop PC Book (not iPad) phone Phone Berry
N=7667 N=721 N=8463 N=895 N=1708 N=1235 N=4263 N=4750 N=2278 N=1510
Base: Users of each device KAS PE RS KYi

The overwhelming majority of Windows desktop (95%) and laptop (92%) users have an antivirus program installed
on their computers — ranging from basic solutions to Total Security products. The figure for Mac desktop users is
75%. The level of security software use on mobile devices, however, is worrying: 36% of smartphone users (except
iPhone and BlackBerry) and 31% of tablet owners (except iPad) do not use antivirus software. 43% of iPhone users
claim to have security software on their devices, but specific features of the platform make it is impossible to create a
fully functional security system.
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Trial and error

Shares of free/paid AMS globally

30% of users globally have paid AMS

Did you pay for your current antivirus/ Internet security software from ... or get it free of charge?

u Free AMS
m Paid AMS
26
Global Western
Total Europe
N=10827 N=1997

Base: AMS users in each region

61

70
39

30

North Latin EEMEA APAC
America America
N=1320 N=790 N=3439 N=3281
KASPERYKY 2

Despite the fact that today’s Internet Security solutions are relatively inexpensive, free antivirus solutions are still
very popular. According to the research, free antivirus programs are used by two thirds of users around the globe.
Though the majority of free solutions provide only basic security and are incapable of blocking the most dangerous
threats, a considerable amount of users think they provide sufficient security.

Many computers and laptops are sold with a pre-installed trial version of an antivirus program, usually of the Internet
Security class. About 60% of respondents made use of these programs, but after the trial period was over only 13%
purchased the license, while 30% installed a different antivirus product. On average, 2% of users take no action at
the end of the trial period, i.e. their computers are left unprotected.

© 1997-2012
Kaspersky Lab ZAO. All Rights Reserved.

KASPER{KY$



123456 is not the worst password

Used passwords

Which of the following have you used as a password?

Your birthday I 17 I 8 I 7 I 8 I 12 .
Your phone I I I E) n
number L 5 4 4 @
Your middle namel 10 2 I 4 | 3 | 3

Your pet's name I 9

|
(o)}

123456
(or variation) I e ¢ | . I U I@ I®
‘Password’ I 5 3 I 4 I 5 @ I 5
None of the
Don’t know I 8 I 1 I 11 I 11 I 9 I 5
Western North Latin
Global Total America America EEMEA APAC
N=11583 N=1445 N=838 N=3682 N=3497
Base: All intemet users in each region KAS PE Rs KY:E’

Passwords are the primary security measure for safeguarding user accounts, e.g. email. Sometimes users
themselves can be guilty of extreme carelessness: 34% of those surveyed, for instance, use obvious, simple
passwords. Some of them can be found on social networks, e.g. date of birth (used by 17%) or a pet's name (9%).
Others use ‘123456’ and other similar variations (8%) or ‘Password’ (5%), which are fairly simple to crack. Weak

passwords are one of the most obvious gaps when it comes to securing user data.
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Forgot your password? Some things shouldn’t be left to memory

Means for storing passwords

Which method do you use to store passwords?

| remember passwords - 71 - 73 - 69 -0 - 61
Ina
notepad/sketchbook . 23

Write down passwords
in a file / document on
your computer

~]
[\%]

[pS]
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Passwords are stored
in the browser

—
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=
=
4
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On a piece of paper /
sticker next to the
computer

=
w

Passwords are written
down on a cell phone
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I
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Passwords are stored
on the smartphone
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Passwords are stored
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by specialized 7 I 6 8
software
Western North Latin
Global Total - : EEMEA APAC
Europe America America
N=11583 N=2121 N=1445 N=838 N=3682 N=3497
o
Base: All internet users in each region KAS PE RS KYE

How passwords are stored can play an important role in keeping personal information secure. The majority of users
consider the most reliable method is to keep passwords in your head — this is how 71% of those surveyed store their
passwords. This would appear to be the most obvious method, but it is difficult to remember a variety of passwords
for different resources, and using the same password for several online services is downright dangerous. All it takes
is for a cybercriminal to crack or steal the password to a single service in order to gain access to all of a user’s
information stored in the cloud.

The statistics justify these fears. 34% of the respondents make use of simple, obvious passwords, and 31% prefer to
use just one or two passwords for all their accounts. As a result, the level of data protection plummets. Many of
those surveyed write down their passwords and keep them in easily accessible places: 12% leave bits of paper such
as Post-It notes on or near their computer monitors, and 13% create a text document on the hard drive. Dedicated
software for secure password storage is used only by 7%, though these solutions are capable of providing easy
access to various online services and significantly enhance data security.
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Cloud storage: almost as popular as email

Average volume, 15 10 13 10 16 17
Gb
Don't know
15 20 13
- 8
More than 50 3
Gigabytes 14 9 17
11-50 15
Gigabytes 18
21
6-10 Gigabytes
m 3-5 Gigabytes
31
m 1-2 Gigabytes 19 50 23 25 'z
Global Western North Latin
Total Europe America America EEMES APAC

The diversity of devices used to store personal data is supplemented with various cloud-based storage services. As
it turns out, cloud storage is used quite heavily by the majority of users, with the average volume of data stored
going up to 15 GB. For 45% of users surveyed, 5 GB of data is enough, although this is still a significant amount,
possibly containing very sensitive information. Such active use of cloud services raises a number of questions about
the security of data stored remotely. The most significant potential threats include access credentials for cloud
storage being stolen and potential security issues with the cloud services themselves. Both problems can be solved
by using some form of encryption, like that included in Total Security solutions.
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Thin line between work and entertainment

Device usage: personal vs. work

Which of the following best describes your device?

Y i 3 iy i i -

n 1y I| I 1 n sl
! @!l =D g i L i

:l -~ 1L 1 _— :l a8 :l :l }I\

R

I
A,

® Hard to answer

20
18
Work device
also used at
home
® Personal device
that is also used
in the office 62
47
m Used for
personal
purposes only
Desktop Mac  Notebook  Mac iPad Tablet Mobile Smart iPhone Black
PC desktop PC Book (not iPad) phone Phone Berry
N=5078 N=554 N=5632 N=685 N=1387 N=1025 N=3200 N=3643 N=1805 N=1199
Base: Working users of each device KAS PE Rs KYi

Another major security issue is the use of personal devices for work purposes and, vice versa, corporate devices for
personal use. The theft of corporate data is the primary threat (if the personal device is not protected in accordance
with corporate standards) as well as personal details falling into the wrong hands, e.g. if the device is sold or lost.

A number of users acknowledged that they store both personal and work-related data on a single device. The figure
was 36% for owners of Windows desktops, while the list was headed by Mac Book owners (42%). The survey

results also demonstrate that a wide range of devices — from laptops to mobile phones — are used for work-related
tasks.
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Online banking is on the rise, even on mobiles

Internet usage on different devices

Which of the following activities do you regularly perform on each device?

= aiing T P . F
Oniine shopping N 7 . o . -
Online videos E“—“““““-““““““"““-“7-’-5 --------- I s B 0
Social media [ ;P 5o B 5/
Online banking B 5o B 20 B 20
Free soft I 60 I s B 1
Listening to musiciradio [N 59 I 44 3 40
Instant messaging _ a7
Online gaming B 23
Downloading/ torrents - 17
VolP 2
Posting photos/ albums - 12
Uploading music/ videos [ 30 2
Online data storage e ‘el s e ~ 8 P .
Sharing content/data B 21 | E i ------
Dating websites B 20 M E ------
Visiting adult websites - 15 l 5 : E ------
Online gambling s e ‘g5 @ . 13 AN ,—"I ------
Computers and laptop Tablets Smartphones
N=11 521 N=2 580 N=8 754
Base: Each device users in the world KAS PERS KYi

Online banking (69%) and shopping online (77%) are already among the five most popular activities for desktop and
laptop owners, which means we can expect to see even more banking Trojans and attempts to steal financial
information in the future. Mobile device users are still lagging behind in this respect, preferring instead to use them
primarily for communicating. For instance, email is used by 62% of tablet and 54% of smartphone owners, with
social networks coming a close second — 59% and 54% accordingly.
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Contacts, messages and games: what's stored on mobile devices?

Information stored on mobile devices

What kind of information do you store on your mobile devices?

Contacis I 30 B 36 N s N o+ N sc [ s2
Games T B Bl B I P F
SMS or MMS B 25 B 25 D -c D - D -© Dl st
wecacoscarycer N 46 NN 45 WM 45 W 0 WM 46 [ 36
Personal emailmessages [N 47 [N 45 N 36 N 45 N 47 A 42
Media created by others [N 40 I 38 B 36 41 I 38 I 33
Fiesiorpersonise [ 44 N 46 W 25 G G W
E-baoks I 47 . a7 B 25 I 37 B 33 17
Software B 41 B 40 B 24 I 57 I 35 B 20
Work emailmessages [ 35 KB 2 B s 31 B 34
Email passwords K I e 23 B 20 L e 2s
Passwordsto accounts [ 35 B 36 21 B 30 B 32 B 2o
Files for work use B P 39 M 15 B s B 25 e 22
Coursework, study materials [N 36 B 6 | RE I 25 I 22 7
Banking defails B s B 2 W 5 B 2 B 25 I 2
PIN codes B s X X B 20 B 20 B 2:
Pamordlocomoraieemili 25 i 25 i 14 i 18 i 20 i 21
Passwordto corporate VPN [l 19 B 22 B 1 B 3 B 16 B 16

iPad Ig%'gf Mobile phone  Smartphone iPhone BlackBerry

N=1703 N=1230 N=4268 N=4758 N=2282 N=1510

Base: Users of each device type KAS PERS KYj

A significant proportion of users store sensitive data, including corporate data, on their mobile devices. 16% of
iPhone and BlackBerry users and 13% of other smartphone owners store data for accessing their corporate network
on their devices. Twice as many users do the same with corporate correspondence. The personal data stored on
these devices often includes passwords, with a little under a third of respondents saving them to their devices — 21%
of mobile owners and 36% of tablet users (except iPad). Compared to the total amount of critical data that is stored
on the hard drives of desktops and laptops, these figures may seem insignificant. However, now is the time to start
thinking about security software, because the amount of data on mobile devices is set to grow.
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Free Wi-Fi: lax security
i
Free Wi-Fi usage frequency

Free Wi-Fi usage varies from 2,5 times per week (eReaders) to 3.9 (iPhones)

How often do you use free Public Wi-Fi on each of these devices?

N “ \
| 1 i 1 | I

i \ 1 1 1 1 1 1

| \ 1 1 1 1 1 1

| i 1 1 1 1 1

1 1 1 1 1 1 1

| 1 1 1 1 1 |

| ! 1 ! 1 ! 1

| | — | |

1 1 1 —— 1 1 = 1

\ ! . / 3 J .
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-__i______'
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5
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on average, - i ‘ i ~
e 2.8 3.4 3.1 2.9 2.5 3.2 3.9 3.6
Hard t
-~ AFPBEBERAR
21
m Once a month 12 12 12 11 12 !
or less often 10 14
12 11 15 13
m 2-3 times per 15 16
month 12 26
28 29
Once a week
22
2-3 times per
week 34
m Every day 26 29
NOtS(k?:OOK Qﬁ gl (notiPag)  Sreeader
N=2344 N=325 N=747 N=537 N=235 N=2088 N=1011 N=531
Base: Free Wi-Fi users on each device KAS PE Rs KYi

Wireless networks are popular throughout the world, with most Wi-Fi users (73%) accessing the Internet at home via
their own personal Wi-Fi network. Public hot-spots are the second most popular, with 45% of respondents preferring
free public Wi-Fi networks that often are poorly secured if at all. Moreover, on average more than a quarter of mobile
device owners use these networks every day, with iPhone users (42%) leading the way. This means almost half of
mobile users expose their personal data on a regular basis.
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Sources of mobile malware: torrents and dubious distributors

Sources of software

The vast majority of European and North American mobile device users obtain software
from online app stores; users in APAC and EEMEA make greater use of other sources

Where do you get apps for your mobile devices?

Online stores like
AppStore / Android
Play
From torrents I 19 I I I 20 .:eD I 21
From software
developers 30 26 @
websites
From other
Don’t know I I I I 13 I " I 8
Western . . .
Global Total Europe North America Latin America EEMEA APAC
N=6721 N=1202 N=650 N=466 N=2057 N=2346
Base: Mobile device users that were asked this question KAS PERS KYi

Installation of software downloaded from untrustworthy sources is one of the primary causes of mobile infections.
According to the survey, only 58% of users get applications from official online stores — AppStore and Google Play.
An almost equal percentage of respondents use software from the developers’ official sites (30%) and third-party
websites. 19% of users prefer downloading software from torrent networks, exposing the data stored on their
devices if they are not secured by antivirus software.
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Conclusions

The survey shows that more and more users around the globe are aware of the benefits of antivirus software,
including for mobile devices. However, knowledge of current threats leaves much to be desired. Here are the most
important findings to come out of the research:

>

Today’s users are active online shoppers and regularly use online banking systems. The proportion of PC users
performing financial transactions of one sort or another is almost equal to that of social network fans, and mobile
device users are catching up fast. Therefore, both the amount of sensitive data on the Internet and the risk of
data theft are increasing.

Most users realize it is necessary to use antivirus software either as the main protection or as an extra later of
security. However, almost two thirds of respondents prefer antivirus solutions that provide insufficient security. A
significant number of users have bought a computer with a pre-installed trial version of a paid antivirus, but only
13% have extended the license. The situation with mobile security is far from ideal.

The majority of respondents are careless when it comes to protecting their private data. In particular, at least a
third of them use passwords that are easy to crack. Another alarming tendency is the frequent (in fact, daily) use
of unsecured public Wi-Fi networks — it is the second most popular method of wireless connection, though it is
the most dangerous from the point of view of security.

Few users have a clear understanding of the dangers posed by botnets and 0-day threats. Around half of all
those surveyed had been affected directly by these threats — either losing sensitive data or suffering the effects
of malware.

The research shows that users are interested in using new devices and technologies. 85% of respondents use
cloud storage systems. People actively use mobile devices both for communication and for work, store important
data on them and think about security. Therefore, one of the most likely prospects for the future of security
solutions is the development of integrated products capable of simultaneously protecting personal data on a
wide range of devices.
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