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securing AI and interconnected technologies

LE
A

RN
 M

O
RE

: K
A

S
PE

RS
KY

.C
O

M

Report 2024

https://www.kaspersky.com


1

“
These new technologies are 
an evolution that started with 
business intelligence then 
evolved into data science. We 
keep finding new ways to gain 
intelligence from data, and 
Generative AI is an example 
of this.” 
Head of Cybersecurity of a leading bank 
in Brazil

Business leaders must ensure they make the right tech investments at the right time. They must 
have the people and systems in place that can guarantee success.

Of all investments today, interconnected technologies — the growing network of devices, systems 
and applications connected to the internet and to each other — are the most vital and the most 
challenging. From artificial intelligence (AI) to data spaces to internet of things (IoT,) interconnected 
tech is transforming enterprises, enabling them to gather more data, automate processes and 
make better decisions. 

While this ‘Fourth Industrial Revolution’ propels change in every industry, hyperconnected 
environments bring new risks and challenges in securing enterprises and safeguarding customers.

This research aims to help businesses stay ahead of the changes interconnected tech brings, 
posing critical questions on how cybersecurity must adapt to interconnected tech.

Insights from over 500 
senior IT security leaders in 
enterprises worldwide

Who is this research for?
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Kaspersky asked 560 senior IT security leaders in six regions – North 
America (US,) Latin America (LATAM: Brazil, Chile, Columbia, Mexico,) 
Europe (Austria, France, Germany, Switzerland,) Middle East and Africa 
(META: Saudi Arabia, South Africa, Turkey, United Arab Emirates,) 
Russia and Asia-Pacific (APAC: China, India, Indonesia) – how they’re 
introducing and securing interconnected technologies.

Respondents were from enterprises with at least 1,000 employees 
across many industries. Each was aware of or involved in cybersecurity 
decisions about interconnected technologies.

Who took part

Regional spread

LATAM

20%

Russia

8%

Europe

15%

North America

7%

META
26%

APAC

23%

Company size

47% 1,001–5,000 employees

12% 10,001–15,000 employees

24% 5,001–10,000 employees

7% 15,001–20,000 employees

10% More than 20,001 employees
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Interconnected technologies we looked at

AI systems mimic human intelligence for tasks like learning, problem-
solving and decision-making.

What it does: Transforms healthcare, finance, vehicles and more by 
analyzing data, predicting outcomes and automating tasks, improving 
decision-making and efficiency.

Web 3.0 enables decentralized applications (DApps,) blockchain smart 
contracts and user-managed data, fostering efficiency and trust in 
digital ecosystems.

What it does: Enables decentralized data control, trustless transactions 
and enhanced security, reshaping models with decentralized finance 
(DeFi,) identity verification and supply chain management.

Data spaces enable seamless data sharing in collaborative settings, 
promoting real-time decision-making, innovation and interoperability.

What it does: Boosts collaboration and facilitates use of data for 
innovation, enhancing organizations' agility and competitiveness.

Digital twins replicate physical objects digitally. Augmented reality 
(AR) adds digital overlays to the real world. Virtual reality (VR) creates 
immersive environments.

What it does: Optimizes manufacturing processes, enabling remote 
assistance and training. Simulates real-world environments.

6G is the next generation of wireless communication with ultra-fast 
speeds, low latency and new connective capabilities.

What it does: Enhances connectivity across industries, including 
enabling remote surgery in healthcare, seamless AR experiences and 
autonomous vehicle power.

IoT networks are interconnected ‘smart’ devices allowing remote control 
and data sharing.

What it does: Connects devices and enables data exchange, optimizing 
efficiency and convenience from home automation to industrial 
monitoring.

Artificial 
intelligence (AI)

Web 3.0 

Data spaces

Digital twins, AR 
and VR

6G

Internet of 
things (IoT)
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AI

Web 3.0

6G

IoT

Digital twins, AR and VR

54%

50%

43%

51%

46%

Current adoption

Plans to adopt in the next two years

1. Technological convergence

2. Increased affordability

3. Increased availability of high-speed internet

Technological convergence is when technologies integrate 
and merge, disrupting old ways of thinking, fostering 
innovation and creating new markets.

Devices have become more cost-effective while their 
applications have become more powerful.

Growing availability and reliability of high-speed internet in 
all parts of the world has enabled more businesses to get 
interconnected.

What’s driving 
growth in 
interconnected 
tech?

Speed of adoption



AI is organizations’ 
significant focus for the 
next two years

AI

54% 33% 12% 1%

2%51% 33% 14%

IoT

1%32% 49% 18%

Data spaces

2%21% 50% 27%

Web 3.0

3%21% 46% 30%

Digital twins, AR and VR

6%20% 43% 31%

6G

5

organizations surveyed have 
already adopted or plan to adopt 
AI within two years.

9 in 10 

AI is becoming a cornerstone for organizations striving 
to stay ahead thanks to its ability to foster innovation. In 
cybersecurity, AI offers predictive analytics and greater 
adaptability. Goldman Sachs says global investment in AI 
will reach 200 billion US dollars by 2025.

AI is more than a technology. It’s a strategy that lets 
organizations navigate today’s complex business 
environment.

Interconnected 
technology 
adoption

Currently using
Plan to use within 2 years 

Plan to use in 2+ years 

No plan to use

https://www.goldmansachs.com/intelligence/pages/ai-investment-forecast-to-approach-200-billion-globally-by-2025.html
https://www.goldmansachs.com/intelligence/pages/ai-investment-forecast-to-approach-200-billion-globally-by-2025.html


Respondents see Generative AI (GenAI) as valuable for improving 
security technologies’ performance. Goldman Sachs economists 
Joseph Briggs and Devesh Kodnani say GenAI could boost global labor 
productivity by more than one percentage point yearly once its use 
becomes widespread.

IT companies worldwide are upskilling their workforce and undertaking 
GenAI pilots to avoid falling behind. IT giant Accenture pledged three 
billion US dollars to data and AI investment, while French tech firm 
Capgemini is putting two billion Euros towards GenAI over the next 
three years.
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“
No previous technology wave has captured 
the attention of leaders and the general 
public as fast as GenAI […] Companies will 
need to reinvent how they operate with AI at 
the core.”
Julie Sweet, Chief Executive Officer, Accenture

“
AI is spreading fast. Much 
technology uses AI, whether at 
the frontend – like ChatGPT and 
bots – or at the backend.”
Head of IT, Searce

https://www.goldmansachs.com/intelligence/pages/ai-investment-forecast-to-approach-200-billion-globally-by-2025.html
https://www.goldmansachs.com/intelligence/pages/ai-investment-forecast-to-approach-200-billion-globally-by-2025.html
https://investor.accenture.com/~/media/Files/A/Accenture-IR-V3/quarterly-earnings/2023/q3fy23/accenture-third-quarter-fiscal-2023-conference-call-transcript.pdf
https://news.bloomberglaw.com/artificial-intelligence/it-giant-capgemini-will-invest-2-2-billion-in-generative-ai
https://investor.accenture.com/~/media/Files/A/Accenture-IR-V3/quarterly-earnings/2023/q3fy23/accenture-third-quarter-fiscal-2023-conference-call-transcript.pdf


“
We’re working to be more 
prepared to respond to 
security challenges. We need 
to implement better solutions 
and train employees to improve 
capabilities.”
Head of Cybersecurity, Nemak
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Most interconnected technologies are not mature enough to be 
adequately secured. Some leaders say their company is focused on 
getting the basics right rather than securing emerging technologies.

While adoption of 
interconnected technologies 
grows, most organizations are 
underprepared to protect themof organizations are 

extremely or well 
prepared to secure 
interconnected 
technologies

32%

IoT

6G

Web 3.0

AI

Data spaces

Digital twins, AR and VR

59%

38%

32%

49%

35%

30%

Preparedness by technologies

How well prepared is 
your organization to 
secure interconnected 
technologies?   
(Those answering  
extremely well prepared  
and well prepared.)



“
I mostly don’t find security 
problems with GenAI. We 
already understand how to run 
and train it.”
Head of Cybersecurity of a leading bank 
in Brazil
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Most leaders say they face infrastructure challenges in securing AR 
and VR, especially around data. One Chief Information Security Officer 
(CISO) of a leading medical company in Saudi Arabia highlighted 
that Web 3.0 infrastructure and compliance are not in place, making 
preparedness to secure them complex. Nearly half of organizations 
think AI and IoT are slightly or not at all hard to secure.

Difficulty in securing technologies

How hard are these 
interconnected 
technologies to secure in 
your organization? 
(Those answering  
very difficult and 
extremely difficult.)

Data spaces

Digital twins, AR and VR

IoT

Web 3.0

31%

39%

40%

17%

36%

AI

16%

6G
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Organizations face internal and 
external challenges in securing 
interconnected technologies

Top five challenges in 
introducing and securing 
interconnected tech

How preparedness affects challenges

More common and serious cyber incidents

Solutions aren't good enough

Challenges working with new technology

Hard to hire or train experts

Reliance on older technology

47%1

45%2

45%3

42%4

42%5

The nature and significance of challenges vary with preparedness. 
Underprepared organizations find internal and infrastructure issues 
hardest, while better-prepared organizations find external factors 
more challenging.

Better prepared organizations

•	 Inadequate cybersecurity solutions on the 
market

•	 Interconnected technologies lead to more 
frequent and severe incidents

•	 Lack of customer demand for security

Underprepared organizations

•	 Hard to hire or train experts to support 
interconnected tech

•	 Relying on older, more vulnerable 
technology

•	 Limited financial resources to secure 
new technologies
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Interconnected tech makes 
digital trust and data 
compliance indispensable

Interconnected tech introduces new challenges and complexities in 
protecting sensitive data and maintaining digital trust.

Digital trust is an aspect of customer trust. In Kaspersky podcast 
Insight Story, emerging tech security expert Malek Ben Salem 
described digital trust as, “Our confidence that our privacy is protected 
and secured, the reliability of digital transactions and how sure we are 
of the identities of those we engage with.”

Tech researchers McKinsey’s 2022 Digital Trust report said 70 percent 
of people trust companies to protect their privacy, but most companies 
aren’t meeting their expectations.

Data breaches, unauthorized access and privacy violations can erode 
digital trust and lead to reputation damage, lost business and regulatory 
consequences. Building digital trust takes time but is essential to users’ 
confidence in emerging technologies.

How interconnected 
tech impacts digital 
trust

More data collection: Interconnected tech lets organizations 
collect and store more data about customers, operations and 
interactions. This wealth of data helps gain insight but also 
means more risk of breaches.

More data sharing: Interconnected tech facilitates sharing 
data between devices, networks and organizations. Data 
sharing aids collaboration, efficiency and innovation but also 
means more opportunities for unauthorized access.

Lack of transparency: As it is relatively new, organizations may 
struggle to be clear about their practices and security around 
interconnected tech. Without clear communication, trust may 
break down.

https://www.kaspersky.com/blog/secure-futures-magazine/insight-story-digital-trust/48090/
https://www.kaspersky.com/blog/secure-futures-magazine/insight-story-digital-trust/48090/
https://www.mckinsey.com/capabilities/quantumblack/our-insights/why-digital-trust-truly-matters


“
Those who use GenAI for investment 
recommendations might wonder if sending 
their information or portfolio could expose 
their strategy. Companies should address this 
concern transparently to ease their concerns 
and build trust.”

Head of Cybersecurity of a leading bank in Brazil
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Which of these is your 
organization practicing or 
planning to adopt within 
two years to improve 
customer trust and 
compliance?

1.	 Develop and implement clear policies for collecting, using and 
protecting customer data.

2.	 Communicate openly with customers about your data use policies.

3.	 Implement robust data security to prevent unauthorized access.

4.	 Train employees on data privacy and security best practice.

5.	 Demonstrate compliance with data privacy regulations and 
standards.

81%

74%

73%

Zero-trust frameworks

Data privacy and cyber resilience regulations 

Digital sovereignty initiatives

Five steps to safeguarding sensitive information

Top ways organizations are improving digital 
trust and compliance
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Our research found companies pursuing zero-trust frameworks, data 
privacy and cyber resilience regulations, and data sovereignty initiatives 
are better prepared to secure interconnected technologies than 
the rest.

How well prepared is 
your organization to 
secure interconnected 
technologies? 
(Those answering  
extremely well prepared  
and well prepared.)

51%

57%

27%

25%

Zero trust early adopters

Regional data privacy regulation followers

Others

Others

54%

26%

Digital sovereignty initiative participants

Others

12
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Traditional cybersecurity approaches often rely on trusting those within 
a network's perimeter while viewing those outside as suspicious. This 
model has proven vulnerable to insider attack. Zero-trust frameworks 
rigorously verify everyone.

Never trust, always verify: Every user and device must undergo 
continuous authentication and authorization, regardless of 
their trust level.

Continuous monitoring: Constant monitoring of user activity, 
device behavior and network traffic to detect and respond to 
threats in real time.

Multi-factor authentication: Extra verification beyond 
passwords, making it harder for unauthorized people to gain 
access.

Least privilege access: Users and devices receive the minimum 
access needed for their tasks.

Zero-trust principles

“
The zero-trust security model is the only 
framework that works. The traditional 
security model can’t do the job, especially 
for interconnected technologies. Every 
organization should implement zero-trust 
frameworks.”
Head of IT, Searce

The zero-trust canvas: Painting 
the future of cybersecurity 
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With each territory having different data protection and privacy 
legislation, global organizations find it hard to achieve consistent 
standards.

62 percent of leaders find compliance certification hard. 
They want to see standardized compliance processes 
across regulations and online tools and platforms with clear 
guidelines to further simplify certification.

62%

Zero-trust models 
respondents use most 59%

54%

44%

26%

Microsoft

Google

IBM

Cisco

Regulation and 
compliance



How leaders can handle 
growing challenges and be 
better prepared to secure 
interconnected technologies

Kaspersky research uncovered four effective 
strategies to ensure readiness to secure 
interconnected tech.
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The four strategies
1. Adopt security by design principles

3. Upgrade cybersecurity solutions

2. Train and upskill the workforce

4. Meet regulation and standards

With the scale of change these new technologies will likely bring, 
organizations must have a strategy to prepare themselves to adopt and 
secure interconnected technologies.  



“
The ways of developing technologies will change – 
security by design will gain more importance. When we 
have a product in our hand, we will ask how securely 
it’s designed.”
Director of Cybersecurity, Aselsan
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Strategy 1

Adopt security by design 
principles

By integrating cybersecurity into each stage of the software 
development lifecycle, secure-by-design software and hardware 
becomes resilient against cyberattacks, contributing to the overall 
security of digital systems. 

Kaspersky research found leaders focusing on integrating cybersecurity 
into development processes — dubbed Security by Design Promoters — 
were better prepared to secure interconnected technologies.

of organizations will prioritize 
integrating cybersecurity into 
software development in the 
next two years.

of leaders are already focusing on integrating 
cybersecurity into software development. 
This group of Security by Design Promoters 
is better prepared to secure interconnected 
technologies.

80% 30%



AI

  50%
  45%

Web 3.0

  44%
  27%

Data spaces

  49%
  29%

Digital twins, AR and VR

  41%
  25%

6G

  46% 
  32%

IoT

  60% 
  55% 
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How well prepared is 
your organization to 
secure interconnected 
technologies?
(Those answering  
extremely well prepared  
and well prepared.)

Security by Design Promoters
Others

Three questions for the 
leadership team

1.	 Where in our design processes is cybersecurity  
	 expertise first involved?

2.	 Are we planning and budgeting for security  
	 testing during design phases?

3.	 How do we ensure security by design while  
	 remaining flexible and agile?

Preparedness by technology: Security by 
Design Promoters against others

of Security by Design 
Promoters

of those not prioritizing 
security by design 

50% 26% Overall preparedness to 
secure interconnected 
technologies



“
My workforce is not yet ready for 
interconnected technologies. They will get 
there in time – it’s a continuous learning 
process. You need a proper training plan 
for employees to be ready.”

CISO of a leading medical company in Saudi Arabia
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Strategy 2

 Train and upskill the 
workforce

Staff that understand cyberattacks and how to prevent them are a 
formidable line of defense. Building a cyberaware culture requires a 
comprehensive strategy that empowers employees to gain knowledge 
and put it into practice.

Kaspersky research shows that Training and Upskilling Promoters — 
organizations prioritizing training and upskilling their people — are better 
prepared to secure interconnected tech.

75% 32%
of organizations will prioritize 
training and upskilling 
their workforce around 
interconnected tech security 
challenges within the next two 
years. 

of leaders are already training and upskilling 
their workforce around interconnected 
tech security challenges. Kaspersky 
research shows these Training and Upskilling 
Promoters are better prepared to secure 
interconnected tech.
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AI

  55% 
  46% 

Web 3.0

  42%
  27%

Data spaces

  53%
  26%

Digital twins, AR and VR

  42%
  24%

6G

  38% 
  35%

IoT

  66% 
  55% 

How well prepared is 
your organization to 
secure interconnected 
technologies?
(Those answering  
extremely well prepared  
and well prepared.)

Preparedness by technology: Training and 
Upskilling Promoters against others

Training and Upskilling Promoters
Others

of Training and Upskilling 
Promoters

of those not yet 
investing in training and 
upskilling

55% 25% Overall preparedness to 
secure interconnected 
technologies
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User-friendly security policies: Employees are more likely to 
follow policies if they’re clear, concise and easily accessed.

Collaboration with IT and security teams: Closer links 
between the wider business and the IT and security teams 
encourage reporting of security concerns.

Leadership involvement: Show leaders participating in 
cybersecurity initiatives to send a clear message about 
its importance.

1.	 How  frequently should we train employees in  
	 cybersecurity?

2.	 How do we know if employees understand  
	 cybersecurity?

3.	 How can we foster a cybersecurity awareness  
	 culture within our organization?

Phishing simulation: Helping employees recognize and 
resist phishing emails. Results give insights into further 
training needs. 

Communication and awareness campaigns: Share 
cybersecurity updates, news and best practice through 
multiple channels. Use real-world examples to show the 
impact of cybersecurity incidents and how everyone’s 
contribution matters.

Three questions for the 
leadership team

How to address skills gaps: What leaders recommend

Education and training programs: Regular programs covering 
topics such as your cybersecurity policies, common 
cyberthreats and security best practice.

In Kaspersky’s research, leaders recommended these ways to upskill 
and train employees.
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Strategy 3

Upgrade cybersecurity 
solutions

More devices connecting to the internet means more opportunities for 
attack. As you adopt these technologies, you may need more advanced 
functions in cybersecurity solutions, such as enhanced access controls, 
encryption and regulatory compliance.

Kaspersky research shows that Advanced Cybersecurity Adopters 
— organizations focused on upgrading cybersecurity solutions — are 
better prepared to secure interconnected tech.

86% 31%
of organizations will upgrade 
cybersecurity solutions to 
secure interconnected tech in 
the next two years.

of leaders are already focused on upgrading 
cybersecurity solutions. Kaspersky research 
shows this group — Advanced Cybersecurity 
Adopters — is better prepared to secure 
interconnected tech.

“
Security breaches cost a lot of money, 
and it’s not an ‘if’ but a ‘when.’ Instead 
of spending money cleaning up the 
aftermath, spend it on being prepared.”
Director of Cybersecurity, Aselsan

21
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AI

  60%
  44%

Web 3.0

  49%
  24%

Data spaces

  59%
  24%

Digital twins, AR and VR

  48%
  21%

6G

  42% 
  33%

IoT

  67% 
  54% 

How well prepared is 
your organization to 
secure interconnected 
technologies?
(Those answering  
extremely well prepared  
and well prepared.)

Preparedness by technology: Advanced 
Cybersecurity Adopters against others

Advanced Cybersecurity Adopters
Others

of Advanced 
Cybersecurity Adopters

of those not yet 
adopting advanced 
cybersecurity

55% 22% Overall preparedness to 
secure interconnected 
technologies



23

1.	 What do we know about threats and  
	 vulnerabilities that suggest upgrading our  
	 cybersecurity solutions?

2.	 How do we minimize impacts of upgrading  
	 solutions on workflows?

3.	 How do we ensure employees can use our  
	 upgraded cybersecurity tools effectively?

Meet regulatory standards: Upgrading cybersecurity 
helps enterprises meet the requirements of new regulation 
and standards, reducing risk of legal problems and 
reputation damage.

Better protect critical data: Upgrading to cybersecurity 
solutions with features like advanced encryption, access 
controls and improved threat detection better safeguards 
business information.

Three questions for the 
leadership team

Benefits of investing in advanced cybersecurity 
solutions

Adapt to a shifting landscape: Cybersecurity must adapt 
to constantly evolving threats. Upgrading cybersecurity 
solutions ensures enterprises stay ahead of new threats.

23
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Strategy 4

Meet regulation and 
standards

To avoid legal problems or reputation damage, ensure your 
cybersecurity practice meets changing standards and legal 
requirements.

Kaspersky’s research found organizations prioritizing meeting new 
regulation and standards — Regulation Promoters — are better 
prepared to secure interconnected tech.

81% 40%
of organizations will prioritize 
meeting new regulation 
and standards to secure 
interconnected tech within 
the next two years.

of leaders already prioritize meeting new 
regulation and standards. Kaspersky 
research shows this group — Regulation 
Promoters — are better prepared to secure 
interconnected tech.

“
When companies adopt these technologies 
[AI,] they should also consider auditing laws and 
perspectives that can help identify causes of 
cyberattacks and security breaches.”
Head of Cybersecurity of a leading bank in Brazil

24



AI

  55%
  45%

Web 3.0

  39%
  27%

Data spaces

  42%
  30%

Digital twins, AR and VR

  35%
  26%

6G

  44% 
  30%

IoT

  65% 
  54% 
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How well prepared is your 
organization to secure 
interconnected tech?
(Those answering  
extremely well prepared  
and well prepared.)

Preparedness by technology: Regulation 
Promoters against others

Regulation Promoters
Others

1.	 Do we meet all security regulation and  
	 standards?

2.	 Should we meet all security regulation and  
	 standards? How do we prioritize them?

3.	 How can we build digital trust through our  
	 cybersecurity compliance processes?

of Regulation 
Promoters

of those who don’t yet 
meet security regulation 
and standards

40% 27% Overall preparedness to 
secure interconnected 
technologies

Three questions for the 
leadership team
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Interconnected technologies bring immense business opportunities 
but also a new era of vulnerability to serious cyberthreats. With more 
data collected and transmitted, cybersecurity measures must become 
stronger. Enterprises should use the four strategies in this report to 
safeguard critical assets and fortify customer trust amid the expanding 
interconnected landscape. Leaders must ensure cybersecurity is 
adequately resourced to use new cybersecurity solutions that can 
meet the oncoming challenges of interconnected tech.

Four ways to maximize 
interconnected tech 
success while minimizing risk

Adopt security 
by design 
principles

1

Kaspersky’s research 
shows organizations 

following these 
strategies are better 
prepared to secure 

interconnected tech

Train and upskill 
the workforce 

2

Meet regulation 
and standards

4

Upgrade 
cybersecurity 

solutions

3
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